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1 Autoilija Application - Terms of Use

1.1

1.2

1.3

1.4

1.5

The Autoilija application is provided by the Finnish Transport and Communications
Agency Traficom, PO Box 320, FI-00101 Helsinki, Finland.

These terms of use apply to the Autoilija application and its data content. By using
the Autoilija application, the User accepts and agrees to be bound by these terms
of use and other instructions provided in the Autoilija application. By accepting
these terms of use and using the Autoilija application, the User gives his or her
consent to the processing of personal data on the application. The User can
withdraw the consent by deleting the application on his or her mobile device.

Purpose of the terms of use

The purpose of these terms of use is to regulate the tasks, rights and obligations of
the provider and the Users of the Autoilija application. The data content of the
Autoilija application consists of these terms of use and the services included in the
application, as well as the data in the Transport Register maintained by Traficom.

Purpose of the application

The Autoilija application is intended for persons that want to be able to present the
data included in their personal driving licence in digital format. The service also
contains data related to road traffic stored in the Transport Register maintained by
Traficom.

Users of the application

The Autoilija application can be used by any natural person with a Finnish personal
identity code and valid strong electronic identification means (online banking codes
or mobile ID), as well as a valid right to drive or a previous customer relationship
with Traficom. The functionalities available to the User in the application depend on
the User’s data in Traficom’s registers. Limited use of the application, which does
not require identification, is also possible. In such case, only the functionality
allowing the QR code scan is available. Personal services available in the Autoilija
application, such as the mobile driving licence, must always be used with the
User’'s own name and personal data, as well as with the User’s own identifiers. The
Autoilija application is intended for the User's personal use only. The Autoilija
application can also be used by an owner or a holder of a vehicle.

Logging in to the application

Users log in to the services of the Autoilija application using strong electronic
identification. The application data is protected by a four-digit access code selected
by the User in connection with the registration. After initial registration, the User
may also use a biometric identifier if the User's mobile device allows, for example,
using a fingerprint as an identifier.

Processing of personal data and privacy protection

The data displayed to the User in the Autoilija application is administered in the
Transport Register maintained by Traficom and in background systems.
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The personal data in the Transport Register maintained by Traficom is processed in
connection with the use of the Autoilija application. When the User starts using the
Autoilija application by logging in to the service, the mobile driving licence included
in the application features a facial photograph already entered in Traficom’s system
or used in the User's passport or personal identity card. The photograph shall not
be more than five years old. By logging in to the Autoilija application, the User
gives his or her consent for using the above-mentioned data in the mobile driving
licence. All personal data is processed in compliance with legislation on the
processing of personal data. Personal data and the facial photograph are saved in
the User's mobile device in an encrypted format, which enables using the Autoilija
application offline. This means that the User can also use the Autoilija application
without a network connection. The User can delete the data saved in the Autoilija
application in the settings of the application. Other data displayed in the
application is saved, appropriately protected, on the User's mobile device, to the
extent required by offline use. The data will be erased from the mobile device when
the User deletes the application or logs in to the application again, however, no
later than within six months of storing the data. Ensuring the proper functioning of
the Autoilija application, analysing the use of the application and processing
customer feedback sent via the application involves the processing of data on the
User's mobile device based on the User’s consent, which the User gives by
accepting these terms of use. Such data is specified in the privacy policy of the
Autoilija application.

Analysis services

In order to improve the technical functioning of the application, the application
uses analysis services provided by third parties, provided that the User explicitly
consents to such use. The analysis services provided by third parties, which require
the User's consent, are Firebase and Crashlytics.

The purpose of Firebase is to examine and optimise customer behaviour in
applications. In this connection, anonymised user data will be forwarded to
Firebase. Anonymisation means the processing of personal data so that the person
in question can no longer be identified based on the data. Other Firebase functions
are also used in the application, allowing better guidance for application users, the
analysing of sources of errors and the use of push notifications. Firebase is
Google’s subsidiary and its head office is located in San Francisco (CA), USA.
Firebase’s privacy policy is available at https://www.firebase.com/terms/privacy-
policy.html.

The application also uses the Crashlytics service provided by a US company
Crashlytics Inc. Crashlytics is part of the Google group. Crashlytics identifies
software errors and their causes. For this purpose, it collects data, including device
condition, terminal device type and device ID. The data is stored in a
pseudonymised form. Pseudonymisation means the processing of personal data so
that the data can no longer be connected with a specific person without the use of
additional data. The privacy policy of the Crashlytics service is available

at https://try.crashlytics.com/terms/privacy-policy.pdf.
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Consent to disclose personal data based on a QR code

When using the application, the User may create a unique and temporary QR code.
The QR code can only be used once and is valid for no more than five minutes. By
giving the QR code, the User also agrees that the QR code recipient may retrieve
the User's personal data stored in the Transport Register via Traficom’s interface.
The User’s photograph is displayed to the recipient if the recipient has logged in to
the application. Otherwise, a unique identification code is displayed instead of the
User's photograph. Traficom stores the data created in the retrieval of the personal
data.

User’s obligations

The User is responsible for the technical functioning and information security of the
devices, software and data communications connections for using the Autoilija
application. In order to ensure proper functioning of the Autoilija application, the
User must see to always having the latest version of the application.

The User may only use the Autoilija application for the purposes specified in the
terms of use. The right to use the application is personal and it may not be
transferred to other parties. The Autoilija application may contain components of
third parties. All intellectual property rights and other rights related to the Autoilija
application belong to Traficom, its partners and licensors, except for the open
source software components.

The User is responsible for ensuring that he or she does not use the Autoilija
application in a manner violating the law or other official regulations. Falsifying
official documents is punishable by law. The User may not copy or edit the
application or decrypt it into the source code, create derivative versions of it, or
otherwise attempt to access the source code of the Autoilija application.
Furthermore, the User may not attempt to disable or circumvent any protection
mechanisms used in the Autoilija application.

If the User's means of identification or payment are disclosed to third parties or
lost, the User must immediately notify this to the organisations that have provided
these means of identification or payment. If the User fails to notify the
organisations in question, the User is responsible for any damage arising from the
misuse of the Autoilija application in the User's name.

Service provider's obligations

Traficom is responsible for ensuring that the protection and encryption methods
used in the data transfer and processing related to Autoilija application are
appropriate and provide the level of data protection and information security
required by law when the application is used.

Traficom does not guarantee continuous availability of the application. The driving
licence part of the Autoilija application does not replace a physical driving licence
and Traficom is not responsible for the suitability of the Autoilija application for
proving age or identity. Traficom makes every effort to ensure continuous
availability of the Autoilija application and that the data displayed in the Autoilija
application is as up-to-date and accurate as possible. However, Traficom does not
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guarantee that the application is available without interruptions. Traficom also has
the right to suspend the use of the application if necessary, for example, due to
installation, modification or maintenance work, or if required by law or other legal
provisions, or if there are other acceptable reasons for such a suspension. Traficom
will make every effort to ensure that the suspension is as short as possible.
Traficom will make every effort to give reasonable prior notification of outages and
suspensions in the use of the application. Traficom is not responsible for any
service interruptions arising from the identification service provider or a device
connected with it. Traficom also has the right to terminate the provision of the
service without a separate notification.

Traficom has the right to develop the Autoilija application and provide it in the
manner that it considers optimal. The User is responsible for any changes in his or
her terminal device required by these changes and for any costs arising from the
changes. Traficom will make every effort to give reasonable prior notification of all
changes having a major impact on the use of the Autoilija application.

Traficom is not responsible for any direct or indirect damage, loss or costs arising
from the Autoilija application or its use.

1.10 Other terms

Traficom has the right to change these terms of use by updating them in the
Autoilija application. The changes take effect once the User has accepted the term
of use. The terms of use are also available on the Autoilija website.

Transport Register privacy policy

Autoilija application privacy policy
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