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Register of licence and supervision matters related to earth
station and radar operations

Controller Controller’s contact details

Finnish Transport and Communications PO Box 320, FI-00059 TRAFICOM, Finland
Agency (Traficom) kirjaamo@traficom.fi

Digital Connections telephone +358 29 534 5000

Contact details of the controller’s data
protection officer

PO Box 320, FI-00059 TRAFICOM, Finland

tietosuoja@traficom.fi
telephone +358 29 534 5000

If your message contains confidential, secret
or otherwise sensitive content or a personal
identity code, please use Traficom’s secure
email.
Grounds for and purpose of the data processing

The processing of personal data is necessary for compliance with a legal obligation to which
the controller is subject (point (c) of Article 6(1) of the General Data Protection Regulation)
and for the performance of a task carried out in the public interest or in the exercise of official
authority vested in the controller (point (e) of Article 6(1) of the General Data Protection
Regulation).

The personal data are used for the performance of the Finnish Transport and Communications
Agency'’s official duties related to licence and supervision matters as laid down in the Act on
Earth Stations and Certain Radars (96/2023, hereinafter also referred to as the ‘Earth Sta-
tions Act’).

This register is used for the following tasks:

- processing of notifications submitted by authorities (section 3 of the Earth Stations
Act)

- issuing, processing and maintenance of licences and carrying out reliability evaluations
(sections 4-8 of the Earth Stations Act)

- supervision, including reception and processing of information and incident notifica-
tions submitted by operators, exercise of the right to access and review data and
exchange of information between authorities (sections 9-17 of the Earth Stations Act)

- invoicing (section 18 of the Earth Stations Act).

Data content

The data undergoing |The register contains personal data relevant to licence and supervision
processing matters related to earth station and radar operations.

The register contains the following information on operators as re-
ferred to in the Earth Stations Act and their representatives, the mem-
bers and deputy members of their board of directors or supervisory
board, their CEO and the CEOQO’s deputy, their active partners, their
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other members of top management, their owners and their contact
persons

- client number, licence number

- name

- business ID / date of birth / personal identity code / nationality

- address

- postal code, city, country

- telephone number

- email address

- invoicing information.

Location of the earth station or radar

As regards reliability evaluations, the following information on the per-
sons being evaluated as referred to in section 5 of the Earth Stations
Act:

- bankruptcy information (section 1 of the Act on the Bankruptcy
and Restructuring Register 137/2004)

- business prohibition information (section 21 of the Act on Busi-
ness Prohibitions 1059/1985)

- criminal record information (section 2 of the Criminal Records
Act 770/1993)

- fines register information (section 46 of the Act on the Enforce-
ment of a Fine 672/2002)

- attachment information (section 24 of the Enforcement Code
705/2007)

- other relevant extracts, certificates and information as regards
the above (section 5(4) of the Earth Stations Act)

- information on the person’s manifest unfitness to engage in
earth station or radar operations in a manner compliant with
national security, Finland’s international obligations or foreign
and security policy (section 5(2)(2) of the Earth Stations Act).

Information on operators’ notifications to the authorities and licences

Information on operators’ clients
- clients and client groups, including name and any identifying
information and any changes in client relationships.

Other information related to electronic communications and supervi-
sion:
- traffic data, location data and messages
- information concerning the information system or telecommu-
nications arrangement being inspected.

Other personal data: Personal data (such as a person’s name, contact
information) may be included in the following notifications: annual re-
ports, submitted information on changes that may be relevant to eli-
gibility for a licence or the terms of a licence and incident notifications.

Sources of the pro- The data sources of the register are documents received from clients
cessed data (where and other authorities. Relevant data are also obtained from the Min-
istry of Defence, the Ministry for Foreign Affairs, the Ministry of
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data are received
from)

Transport and Communications, the Finnish Security and Intelligence
Service, the Finnish Defence Forces, the Legal Register Centre and
National Enforcement Authority Finland. Furthermore, data may be
collected from the Finnish Patent and Registration Office’s Business
Information System and Finnish Register of Associations.

Traficom may also receive and acquire data in connection with carry-
ing out supervision tasks.

Storage period of
personal data

The data retention periods are based on currently valid archiving and
information management plan principles.

The data are retained for as long as they are needed for carrying out
the Finnish Transport and Communications Agency’s statutory ad-
ministrative tasks.

Data processing

Recipients and recip-
ient groups of per-
sonal data (Disclo-
sure)

Confidentiality regulations or other restrictions on the disclosure of
information notwithstanding, the Finnish Transport and Communica-
tions Agency, the Ministry of Defence, the Ministry for Foreign Affairs,
the Ministry of Transport and Communications, the Finnish Security
and Intelligence Service and the Finnish Defence Forces have the right
to disclose documents that they have obtained or drawn up in connec-
tion with carrying out their statutory duties and disclose confidential
information to each other if doing so is necessary for the performance
of their statutory duties.

Furthermore, in connection with reliability evaluations, personal data
may be disclosed to the Legal Register Centre, National Enforcement
Authority Finland and other competent authorities for the purpose of
obtaining the necessary register extracts and documents.

Personal data related to invoices are disclosed during invoicing to the
invoicing customer register of the Finnish Government Shared Ser-
vices Centre for Finance and HR'’s (Palkeet) Kieku system using a se-
cure machine-to-machine (M2M) connection.

The data are used for tasks related to invoicing, such as the sending
of invoices and collection proceedings.

Processing of per-
sonal data on behalf
of the controller

No processing of personal data on behalf of the controller.

Transfer of personal
data to third coun-
tries outside the
EU/EEA

No data is disclosed outside the EU or EEA.

Automated decision-
making and profiling

The personal data processing does not involve automated decision-
making or profiling.

Rights related to the processing of personal data
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About exercising rights

You can exercise your rights by submitting a request to Traficom by email or post. The con-
troller’'s contact details are listed in this privacy statement under the section ‘Controller’s
contact details’.

The right to lodge a complaint with the supervisory authority

If you believe that your personal data are being processed in violation of legislation, you may
lodge a complaint with the Office of the Data Protection Ombudsman.

Office of the Data Protection Ombudsman

Postal address: PO Box 800, FI-00531 Helsinki, Finland
Email: tietosuoja(at)om.fi

Telephone exchange: +358 (0)29 566 6700

Right of access to The data subject has the right to obtain from the controller confirma-
personal data tion as to whether or not personal data concerning the data subject is
being processed. If processing takes place, the data subject has the
right to access the personal data.

Right to rectifica- The data subject has the right to obtain from the controller without
tion undue delay the rectification of inaccurate or incorrect personal data.
Right to object In situations where the processing of personal data is based on public

interest, the exercise of official authority vested in the controller or
the legitimate interest of the controller or a third party, data subjects
have the right to object to the processing of personal data concerning
them.

If data subjects use their right to object, the controller must stop the
processing of their personal data, unless the controller demonstrates
compelling legitimate grounds for the processing which override the
interests, rights and freedoms of the data subject, or for the estab-
lishment, exercise or defence of legal claims.

If the personal data are processed for direct marketing purposes, the
data subject has the right to object to the processing without any
specific grounds.

Right to restriction The data subject has the right to obtain from the controller restriction

of processing of processing if:

- the data subject contests the accuracy of the personal data

- the processing is unlawful, but the data subject opposes the
erasure of the personal data and requests the restriction of
their use instead

- the controller no longer needs the personal data for the pur-
poses of the processing, but it is required by the data subject
for the establishment, exercise or defence of legal claims

- the data subject has objected to the processing of the personal
data pending the verification of whether the legitimate grounds
of the controller override those of the data subject.

Right to data porta- |The data subject has the right to receive the personal data concerning
bility him or her which he or she has provided to the controller in a struc-
tured, commonly used and machine-readable format and the right to
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transmit those data to another controller without hindrance from the
controller to which the personal data have been provided, where the
processing is based on consent or on a contract and the processing is
carried out by automated means.

At Traficom, personal data are most often processed for the purpose
of carrying out the statutory tasks of an authority, in which case the
data subject does not have the right to data portability, unless sepa-
rately provided by law.

Right to erasure In situations where the legal basis for the processing of personal data
is something other than compliance with a legal obligation, data sub-
jects have the right to obtain from the controller the erasure of per-
sonal data concerning them. The requested data will be erased unless
the controller has a legal basis for refusing to erase the data, such as
a legal obligation to retain the data.

At Traficom, personal data are most often processed for the purpose
of carrying out the statutory tasks of an authority, in which case the
data subject does not have the right to erasure.

Right to withdraw Insofar as personal data are processed on the basis of the consent of
consent the data subject, data subjects may withdraw their consent at any
time by notifying the controller of the withdrawal. Withdrawing con-
sent will not affect the lawfulness of processing carried out on the
basis of the consent of the data subject before its withdrawal.
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