Secure Digital Border Crossing

Development and piloting of the digitalisation
of cargo traffic documents between Finland and Russia
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Organizations involved

« Imatra Region Development Company Ltd K E H Y
o Imatran Seudun Kehitysyhtio Oy - KEHY is responsible for advising start-ups and

operating companies in the municipalities of Imatra, Rautjarvi and Ruokolahti, as well matren Seudun KenTtysynio 0y
for implementing and financing business policy projects.
o  Project director Jukka Partinen

« Arnora Oy

o Arnorais an expert in technology and business. We are present in _

growing and financing new innovations towards international success and involved in
the development of our customers' businesses. We specialize especially in challenging
ICT related business problems as well as public sector development projects. In the
field of health technology, we catalyze cooperation between companies and testing
actors.

o  Project expert, CEO, Jukka Niiranen
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Digitalisation of cargo traffic documents

eBorder is an
umbrella of
projects aiming
to develop the
business and
economic life in
the South-
Eastern Finland.

Project are run by
Imatra
Development
company in
cooperation with
other local and
national partners.

Phase 1:
Winter
2018-2019

Back-
ground work
and
description
of the use
case and
plan of the
digitali-
sation.

Phase 2: Winter 2019-
2020

e Digitalisation of the

bilateral Transport
Authorisation to MVP
level.

Piloting the use of the
digital Journey
Authorisations at
Lappeenranta
Nuijamaa border
crossing. #Covid19

Piloting with trucks
arriving from Russia to
Finland and back.

Phase 3: 1.6.2021-31.5.2023

Catalyzing the introduction of a digital Transport
Authorization based on the state agreement
between Fl and RU

Data security & protection issues
Technical modifications to the solution
Piloting the solution

Initiation of negotiations about use

Clarifying of the next steps in the digitization of
border documents

e Combining the digital rail freight manifests and the train
RFIDs

e Supplementing freight train advance information with
freight information

e Operator independence of the documents




Digitalisation of the Transport Authorisation

Digitalisation of the bilateral Transport
Authorisation issued by Finland is ready to
be used (MVP level).

Now for cargo traffic from Russia to Finland.
Vice versa implementation
is quick and easy. There is a Russian
partner company involved.

Transport Authorizations documents are
kept in servers within the issuer country.

Available under eBorder umbrella brand in
Finnish, Russian and English.

A TRATFICCM e TULLI

LA PP E E N RA NTA Liikenne- ja viestintavirasto — TULL-cUsTOMS

MVP = Minimum Viable Product



Digitalisation of Transp. Authorisation
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eBorder / Traficom

Transportation
company ( RU )

Truck driver

Customs ( FI)

/

e Creation / management of TAs
e Management of transp.comp.
AN

p
e Applying of TAs
e Allocation of TAs to drivers
G

e

e Filling in transportation info to a TA
e Presenting TA to customs officer

A\

P
e Checking validity of a TA
e Marking TA as used and adding notes
A

RUS > FIN > RUS
TRATICoM
RUS > FIN > RUS
TRATICOM

RUS > FIN >

TRATICOM




Basic
Architectural
Structure

Finnish
Traficom

) Google CloudPlatform
Zone A - Finnish Server instance 1(Admin App)
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Manage Journey Auth - - - -Request- -

Manage company approvals
Frontend app
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Zone A - Finnish server MySQL instance 2
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Current project and co-operation needs

. Development and piloting of the digitalisation of cargo traffic documents between

Finland and Russia project:
o  Catalyzes the introduction of a digital transport authorization
o  Clarifies the current state of digitization of border traffic documents
o  Describes the necessary next steps.

« Co-operation we are looking for
Positive mindset towards our pilot transportations from Russia to Finland. (Q1-Q2/2022)
o To open discussions about taking the piloted digital transportation authorization into use in actual traffic from
Russia to Finland.
To open discussions about the use of digital transportation authorization also in traffic from Finland to Russia.
o  Co-operation in finding ways to open the digital rail freight manifests and advance information documents to all
operators through mutually agreeable technical methods.



More information

Jukka Partinen, Imatra Region Development Company
+358 50 495 7000
jukka.partinen@kehy.fi

Jukka Niiranen, Arnora Oy, +358 40 502 8201, jukka.niiranen@arnora.com







BesonacHoe umndpoBoe nepeceyeHme rpaHnLb

Paspa60TKa n nnnoTnpoBaHne Ll,I/lepOBI/l3aLI,VII/I rpysoconpoBoanTesibHbIX AOKYMEHTOB Mpn

OCYLLECTBNEHUN NepeBO30K Mexay Poccrnen n duHnaHgmen

24.11.2021 | duHnaHams

e
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BoBrne4yeHHble OopraHn3aunu

« KEHY - Imatra Region Development Company Ltd

(AreHTCTBO NO pas3BuUTUIO pervoHa r. imatpa) K E H Y

o

KEHY obecneuynBaeT KOHCYNbTMPOBAHME HAYMHAOLLINX N AENCTBYIOLLMX
KoMnaHun B MyHUumMnanuteTax Mimatpa, PayTbapeu n PyokonaxTu, a

Takke peanusaumio n MHaHCMpoBaHMe NPOEKTOB B 06nacTn GusHec-nonnTuKK.
PykoBoguTenb npoekta - KOkka MNapTuHeH

Imatran Seudun Kehitysyhtio Oy

. Amora Oy ARNORA

e}

Arnora - akcnepT B obnactu TexHonorni u busHeca. Mol yqactsyem B

paspaboTke 1 hHaHCUPOBAHNN MHHOBALIMIA ANt OOCTUXEHNS

MEXAYHapOAHOro ycnexa HallMx KIMeHTOB, a Takke B pa3BuTtum nx bmsHeca. Cneynanumanpyemcs Ha peLleHnm
CNOXHbIX bnsHec-3agay B obnactn UKT, a Takke Ha npoekTax pasBuMTUS rocy4apCTBEHHOro cektopa. B obnactu
TEXHOSOMMN 34paBoOOXPaHEHNSI COAENCTBYEM COTPYAHUYECTBY MEXAY KOMMNAHUSMU U Y4aCTHUKaMM TECTUPOBAHMS.
OKkcnepT npoekTa, reHepanbHbin gupektop KOkka HumpaHeH
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Lindoposunsauyms rpy3oconpoBoanUTENbHbIX AJOKYMEHTOB

eBorder - aTto
rpynna npoekToB,
HanpaBneHHbIX Ha
pa3BuTue bu3Heca
1 3KOHOMUKMN B
Oro-BocTouHomn
DduHNaHaonn.

MpoekTt
ocyuiecTBnsieTcs
AreHTCTBOM NO
pa3BUTUIO perMoHa
UmaTtpa B
coTpyAHu4YecTBe C
Apyrumu
MECTHbIMU U
HauMoHanbHbIMU
napTHepamu.

®daz3a 1:
3nma
2018-2019

lNMoaroToBka
1 onucaHue
cueHapus un
nnaHa

umdpoBusaLy
nn.

®daza 2: 3uma 2019-
2020

Lincdoposunsaums
OBYCTOPOHHEr0
paspeLLeHns Ha NepeBOos3Ky,
CTapTOBbIV YPOBEHb.

MunotupoBaHue LNPOBbIX
paspeLleHnin Ha NepeBO3Ky
(LLPTT) Ha norpaHuyHOM
nepexofge Hynsmaa
(JTanneanpaHTa). #Covid19

MunoTtupoBaHue ¢
rpy30BbIM
aBTOTPaAHCMOPTOM U3
Poccun B QuHnaHguto n
obpaTtHo.

®da3sa 3: 1.6.2021-31.5.2023

Copencremne BHeApPEHUO LMGPOBbLIX paspeLleHnin Ha
OCHOBE MeXrocya. cornawleHns mexay PvHnanguen
nPod

e b©e3onacHoCTb K 3almTa gaHHbIX

e TexHun4yeckas MOD,I/I(bI/IKaLI,I/IH peLleHunsA
[ 3KcnepmmeHTaanaﬂ obkaTka

e Havano neperoBopoB O NpUMeHeHnn

YTO4YHEHUE ganbHenwmnx 4eNCTBMn No

LI,VICprBI/I3aLI,VIVI OOKYMEHTOB AJ1A nepecevyeHnd

rpaHuLbl

e KombGuHaums x.4. HaknagHbix ¢ pagnomeTtkamu RFID
BaroHoB

e BkntoueHne cBegeHuin o rpy3e B NpeABapUTESNbHYHO
MHGOPMALIMIO O FPY30BbIX NMoe3nax

e HesaBucumocTb onepaTtopa OT JOKYMEHTOB




LindopoBunsauyms paspelleHmn Ha nepeBO3Ky

LindpposBunsaums AByCTOPOHHUX
paspeLleHnn, BblgaBaeMbix PuHAaHOnEN, -
roToBO K
BHeapeHuto (MVP ypoBeHsb). e

Tenepb — Takke 4ns rpy30BbIX NEPEBO30K
n3 Poccum B DuHnangmio. Jlerko n npocTo (@
NpuBreYEeHNeM PpoOCCUNCKOMN KOMMaHNN-
napTHepa.

HokymeHTbl ¢ LIPI1 xpaHaTca Ha cepBepax B
CTpaHe-aMUTEHTE.

[ocTynHo nog 30HTMYHbLIM BpeHgom eBorder
Ha OMHCKOM, PYCCKOM W1 aHIMUUCKOM

A3bIKaXx.
- TRATICCM § TULLI

L A P P E E N R A N TA Liikenne- ja viestintavirasto

MVP = MUHUMArbHO XWU3HECNOCOBHbBIN NPOAYKT

@ TuLL-cusTOMS
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Obwasa
apxuTekTypa

B
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Traficom
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TeKkyLwmn NpoekT n NOTPEDOHOCTL
B COTPYAHWYECTBE

. PaspaboTtka n nunoTnpoBaHme LUPPOBM3ALNN FPY30CONPOBOANTENBHbLIX JOKYMEHTOB MpU

OCYLLEeCTBNEHNN NepeBO30K mexay Poccuen n duHnaHanen:
o  Copencreme BHeOPEHUIO LN(PPOBbLIX pa3peLleHnii Ha NepeBo3Ky
o YTOYHEHMe TeKyLlero COCTOSAHUSA Aen B Bonpoce LMdpoBM3aLmnmn JOKYMEHTOB A1 NepeceyeHuns rpaHuLbl
o OnucaHue HeobXoaMMbIX JanbHENLWNX AENCTBUN.

« Kakoe COTPYyAHNYECTBO HAC UHTEpPEeCYET:

Cornacue ¢ HawmM nNfaHoOM aKCnepuMeHTanbHbIX 0TNpaBok U3 Poccun B duHnaHaunio. (Q1-Q2/2022)

o [lo ntoram akcnepuMeHTa - MHULMUPOBAaTb OUCKYCCUIO O BHEOPEHUN LM(PPOBLIX paspeLleHnii Npu ocyLLecTBNeHnn
nepeBo30K U3 Poccun B PUHNAHOUIO.

o WMHuuumnpoBaTb OMCKYCCUIO O BHEOAPEHUM LUPPOBbLIX paspeLleHnin Npu ocyLlecTBeHMn NepeBo3ok n3 PuHNaHaUN B
Poccuio.

o CoBMecCTHO nckatb crnocobbl obecnevyeHns 4OCTYMHOCTU ANEKTPOHHbBIX X.A. HAKNaaHbIX 1 CONPOBOANTENbHbIX
AOKYMEHTOB NS BCEX ONepaTopoB C UCMOMb30BaHNEM B3aMMHO COrflaCOBaHHbIX TEXHOMOMUIA.



[TogpobHoCTH

FOkka NapTnHeH, AreHTCTBO Nno pasBuTUMO pernoHa Mimatpa
+358 50 495 7000
jukka.partinen@kehy.fi

tOkka HumnpaHeH, Arnora Oy, +358 40 502 8201, jukka.niiranen@arnora.com




